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Hosted Desktop



But with a variety of solutions available 
from myriad suppliers, all highlighting 
different benefits of their service, how  
do you determine what will work best  
for your business?

Choosing the right Cloud

A lot of different Cloud solutions are 
available, but to those assessing the 
options for the first time, it can be 
confusing and making no decision 
becomes easier than risking the wrong 
one. This decision-inertia is holding back 
UK businesses, but with more than 25 
years of experience shaping technology 
to help businesses achieve more, Quiss 
can help. 

We continue to assist clients with on-
premise solutions, but even those that 
prefer to own and manage their own 
infrastructure, Cloud computing forms 
an important part of their IT strategy. 
Experiencing and understanding the 
strengths and weaknesses of all the 
available solutions, on a daily basis, puts 
us in a unique position to advise on the 
Cloud for every organisation and every 
unique situation.

The ability to save time and money, 
whilst improving collaboration, 
engagement and productivity are the big 
plus points for the Cloud. Not far behind 
these reasons to go Cloud are ease 
of use, reliability and scalability, with 
security and confidentiality the main 
sticking points in the decision process 
for many organisations. 

It is time we left behind the old labels 
and arguments about Public versus 
Private Cloud solutions. We must now 
accept that for most businesses the 
answer lies in a hybrid solution that 
mixes ownership and sharing, with 
the balance determined by the unique 
requirements of the business  
in question.     

Cloud considerations

There are a significant number of 
parameters that can impact the Cloud 
model selected by clients, but for most 
organisations there are five primary 
considerations that influence their 
choice:

•  Isolation – separating users of one 
organisation from the users of other 
organisations to prevent leakage of 
data or activities between the two. 
Isolation is one of the most critical 
differentiators among hosting 
models.

•  Performance - ensuring the 
performance of one organisation’s 
users does not negatively affect the 
performance of users of another 
organisation using the same hosting 
model.

•  Flexibility – the ability to shape 
the solution to deliver unique 
environmental, setting security,  
or performance aspects to users 
of each organisation based on the 
specific Service Level Agreement  
(SLA) agreed with each organisation  
at the outset.

•  Administration - the ability for 
tenants to undertake a degree of  
self-service administration on their 
own hosting environment.

•  Cost – the ability to balance the 
capabilities listed above, at a 
cost appropriate to the unique 
requirements of the organisation.

Striking the right balance of isolation, 
performance, flexibility, self-service 
administration and cost relies on a 
deep and genuine understanding of an 
organisations objectives and our more 
than 25 years’ experience.

A window to your Cloud

You switch on your PC, laptop or tablet. 
You see all your data and applications, 
in a familiar layout that allows you 
to quickly get to work. Do you give a 
thought to where everything is stored? 
It used to be on your local machine 
and local servers, but now it could be 
anywhere thanks to the advent of Cloud. 

Whether you call it hosted desktop, 
desktop as a service (DaaS) or 
virtual desktop infrastructure (VDI), 
the potential benefits are the same 
regardless of the set-up you choose. 
The potential risks to your business 
however, vary widely, depending on the 
delivery model you choose.

Because users from different organisations are sharing 
virtual machines, there is the chance the activities of one 
user can impact the server and effect other users, even 
from outside the organisation. The same apps are available 
across all desktops, which can lead to compatibility issues, 
when different versions of the same app are being utilised by 
different users.

Although less likely, there are security issues around user 
files, with a danger some may be visible to other users from 
outside the organisation, even if they are not accessible – a file 
name could be enough to reveal confidential information.

There is a heightened risk to this Cloud model, with the human 
factor around setting security permissions potentially exposing 
an organisation to security problems that their clients may 
question when assessing their suppliers.

This is not an approach we recommend, although it can be 
very cost-effective with the infrastructure costs spread across 
all the organisations using the shared resources. Small 
businesses, with perhaps 1 to 10 users, might be attracted 
by the low initial cost, but from the perspectives of both best 
practice and security there are far better options available.

It’s been talked about for a long time, but the Cloud is now significantly changing the way technology  
is implemented and utilised across organisations of all sizes and complexity. Almost all the 
infrastructure, systems and applications a business relies on to perform, can be Cloud-based,  
with many available on a ‘no contract - pay as you go’ basis. 

Confusion reigns in the Cloud

The simplest model is summed up as everybody shares everything. Whilst this keeps the cost  
low and is often selected by start-ups and small businesses, initially attracted by the lack  
of up-front costs, this model is inflexible and presents an increased security risk.

Shared Desktop + Shared 
Infrastructure (SDSI)
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KEY FACTS

Low cost

Suitable for start-ups and small 
businesses (1-10 employees)

Shared virtual machines  
across organisations

Increased security risks

Quiss don’t recommend

!



Because only users from within the same organisation 
are using the shared virtual machines, there is far greater 
flexibility as to what apps can be made available, with only 
those required by the organisation presented to each user.

Importantly, the actions of users from one organisation 
cannot have a negative impact on the performance of another, 
using the shared infrastructure. As far as each organisation 
is concerned, the files and data used by their employees are 
isolated from others using the shared infrastructure, which 
ensures security is increased considerably. 

The increased flexibility provided by this model also allows 
a greater degree of self-administration for organisations, 
making them less reliant on the service provider. For example, 
in-house administrators can view which users are logged onto 
which servers, shadow a session and reset a session when 
necessary.

This is an approach that suits the needs of a huge number 
of modern, agile organisations in the UK, with more mobile 
workforces wanting access to anything, at any time with any 
device. We recommend it largely because of the increased 
security, but also because the improvements offered do not 
necessarily increase the cost significantly.

This approach offers an extremely good balance of isolation, 
performance, flexibility, self-service administration and cost. 
The infrastructure costs are shared, but the dedicated desktop 
or session hosts add little to the per-user cost, making this the 
ideal solution for organisations with up to 70 users.

Because none of the infrastructure components are shared 
and the client owns all domain controllers and file servers, this 
option is also ideally suited to organisations operating in highly 
regulated environments or those requiring the very highest 
levels of data security, like healthcare, legal and financial 
institutions.

Without resorting to a total on-premise solution, this model 
delivers a completely isolated operation, resistant to the 
activities of other users sharing the same hosting location. 
Although more isolated than the DDSI model outlined on page 
4, the performance guarantees remain similar.

This is a highly flexible option that can be tailored fully to the 
individual needs of an organisation and the users within it, 
but the degree of customisation is similar to the DDSI model 
outlined on page 4. 

The flexibility of this model allows for a high level of self-
service administration, with organisations self-servicing their 
applications and desktop offerings, with the administrator 
responsible for managing user subscription offerings.

Accelerated service delivery is a major benefit of this Cloud 
model and the flexibility also ensures organisations do not 
have to reach too far, too early and specify unused capacity 
that will impact their return on investment.

Organisations are largely autonomous and can also be 
responsible for their own activities like helpdesk support, 
managing session hosts, managing applications etc.

The only compromise on this option is cost, which can be 
considerably higher than the DDSI because none of the 
infrastructure components are shared, making this a viable 
option typically for organisations with more than 70 users.

The second and perhaps most popular option to help organisations adopt a hosted desktop model, 
shares the back-end infrastructure and log-on process across all organisations, but critically provides 
dedicated virtual machines for each organisation.   

Dedicated Desktop  
+ Shared Infrastructure (DDSI) 

For larger organisations or those with complex, multi-site operations, the best option might  
be to share nothing but the Cloud. 

Dedicated Desktop + Dedicated 
Infrastructure (DDDI)
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KEY FACTS

Suitable for organisations  
with 1-70 employees

Dedicated virtual machines  
for each organisation

Self administration

Increased security

Quiss recommended

KEY FACTS

Suitable for organisations  
70+ employees

Dedicated virtual machines  
for each organisation

No shared components

Tailored solution

Increased security

Accelerated service delivery

Quiss recommended

+



To make the right choice, depends on the balance of isolation, 
performance, flexibility, self-service administration and cost 
you want to achieve or are prepared to accept. We can help you 
get the balance right and will discuss the options with you to 
gain a deep and genuine understanding of your organisation, 
its objectives, resources, timescales and budget.

Only then will we call on our more than 25 years’ experience 
to advise on the right model for your organisation. Please get 
in touch when you’re ready to understand more about how a 
hosted desktop approach will help your organisation and how 
Quiss can help. 

Benefits of a hosted desktop solution from Quiss Technology:

• Same user experience as desktop PC

•  Staff can access data from anywhere, any time with  
any device

• Potential to reduce IT costs and energy bills

• Little or no upfront costs depending on model

• High quality, responsive IT support included 

• Flexible and easy to manage per user monthly payments

• No upfront software licencing cost

• Secure, encrypted internet connection

• Increased security with no data stored on users’ devices

• Data stored in UK data centre guarantees data security

• Easy disaster recovery and backup options

• High availability servers and disk storage

• Infrastructure monitored 24/7.

All Your Apps

We can add almost any application to your Hosted Desktop, 
including those third-party applications unique to your 
organisation. You will have to ensure you have the correct 
licenses, for the right number of users. Testing and 
implementing third-party applications, or any bespoke 
applications, to run in the new environment may require 
additional work and expense.

All Your Devices

Although you and your colleagues are working in the Cloud, 
you can still use all your local devices, connected or wirelessly, 
including printers, scanners, external hard drives etc.  
You can also connect Smartphones and cameras to upload 
data, whilst accessing the hard drive of the local PC, if it has 
one, to transfer data to the Cloud.

All Your Access

One issue all Cloud users raise is loss of the connection. 
Firstly, once you are re-connected after an outage you can  
pick up where you were, you won’t have lost any data. 
Secondly, we can help you build resilience into your internet 
connectivity, and we can advise you on the options available.

All Your Data

Home for all your Cloud-based data is our secure hosting 
centre, which is monitored 24/7 and delivers a 99.99% 
availability. We can arrange a managed backup solution  
and full daily backups as part of the package, to instil  
even greater confidence in the integrity of your data.

This brief overview gives you a flavour of the different options available to you and your organisation. 
Quiss has the experience and expertise to implement and manage all of these options, with our  
own hosting centre ensuring even greater peace of mind for you with regard to the security  
and confidentiality of your data.  

Choosing the right service provider 
Infrastructure (DDSI) 
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Shared Desktop + Shared 
Infrastructure 

Think of it as a house of multiple 
occupancy. Your landlord owns the 
property and covers all repairs, all the 
bills and owns all the furniture. You 
just rent a single room and share the 
bathroom, kitchen, lounge etc. Your door 
has a lock, but it’s not that secure and 
you have to trust the other tenants not 
to break in. And you have no real control 
over what your room looks like and 
another tenant might store their bike, 
which you can’t use, in the hall, where it 
distracts and obstructs you.

Dedicated Desktop + Shared 
Infrastructure 

This time you still rent a room in a house 
of multiple occupancy, but now you have 
your own front door, kitchen, lounge etc. 
You have a bedroom with an en-suite 
and another bedroom to expand into or 
to turn into study, office or playroom. Of 
course the landlord is still responsible 
for the up-keep of the property and the 
bills, but it’s your furniture and you can 
decorate your own rooms. It’s a well 
sound-proofed home though and you are 
not really aware of your neighbours.

Dedicated Desktop + Dedicated 
Infrastructure

It gets even better now as you are the 
only tenant of the house owned by your 
landlord. They remain responsible for 
the upkeep and utility bills, but you have 
pretty much free reign to do what you 
want in the property. You own all the 
furniture and if you want to fit custom-
made items to suit your lifestyle, like a 
bar, home cinema or walk in wardrobes 
for all your stuff, the landlord will help 
you do it. In fact, having done it before 
the landlord will even offer advice on 
how best to do it. 

An alternative view
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